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Surely you've heard the story about the poor guy in the computer lab who after working 36 hours straight on
his project trips on his shoelaces and spills his punch cards all over the floor on his way to the mainframe. Ok,
S0 it wasn't so easy to get stuff into the mainframe but, once it was there it was solid, safe and sound. Back
then life was simpler (for some): you had your Users, Dumb Terminals, Controllers, and the Mainframe. Back
then the data was secure behind the locked doors of the rooms that housed the Mainframe. Of course the
Mainframe required an around-the-clock army of operators to keep the ship afloat - moving platters “running
jobs” and doing backups etcetera. Back then there was no concern about Users walking out the door with an
entire customer information file on their iPod.
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Fig. 1 — the wonderful world of the Mainframe

Of course there are always pros and cons and always room for improvement; for example, productivity was
often stifled because data was not always easily accessible for analysis and reporting and was not always
available in a timely manner. Decades of innovation followed oscillating back and forth between empowering
the User and securing the Enterprise.
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Innovations of the 70s and 80s and early 90s helped with improving productivity and enabling the User to do
ad-hoc data analytics and to build departmental decision support solutions:

The Relational Database
The Workstation/ Microcomputer / Personal Computer
Screen scraping and emulation
Early standardization on networking protocols
- Client/Server Computing model
to name a few.
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Fig 2. Client Server Computing

Empowering the User by arming them with tools to created replicates of the Data Centre and to do ad-hoc

analysis led to competitive advantages and enabled business units to be less reliant on the IT staff. The IT
staff simply setup Trusted Servers whenever a business unit needed personalized access to the corporate
data so that they could slice it and dice it as they saw fit.

Bayalink Liberty and Isolated Networks in the Enterprise
Copyright 2008 Bayalink Solutions Corp. Page 3



Of course Users were enabled to access data on Trusted Servers behind the firewall they discovered ways of
capturing that data and storing it to their Personal Computers and manipulating the data as they saw fit without
the need for IT support.

The obvious next step was the proliferation of Personal Computers as “Untrusted Servers” with other Users
accessing these Servers in “workgroups” and creating departmental and even business unit solutions without
any need for the “Mainframe”... or was there? Backup, recovery, security, scalability - a few good reasons
remained to retain IT support staff.

With server sprawl and data sprawl and confusion over masters of records these problems quickly became a
significant reason for better IT architecture.
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With broad proliferation of Windows in the enterprise and at home, the Internet and messaging, in particular
standards based email messaging, Enterprises are forced to embrace the Internet to stay competitive and
serve their customers and provide mobility for their staff and are consequently forced to isolate their networks
and insulate their data centres from ad-hoc sprawl of “trusted servers”.

The solution was the introduction of middleware and standard protocols for accessing the Data Centre and the
middle-tier of trusted servers both from internal fat client applications and thin client / browser based

applications as well as external browser applications from the Internet.
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Fig. 3 — Windows and the Internet
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The architecture essentially results in:

an Unmanaged Computing Space,
0 essentially the Internet

Managed Computing Space(s),
o Comprises: workstations, PCs, Laptops, thin clients and rogue servers
0 Management
o0 Knowledge Workers
0 Business Unit Staff / Line Workers

the Secured Computing Space

o Comprises: the Data Centre, Legacy Systems, Trusted Servers, Messaging infrastructure,
Application Middleware, and the Web-Access-Tier of technologies

Physically secured,
Electronically secured,
Monitored,
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Problems that arise from this evolutionary step are primarily that the Managed Network Space suddenly
becomes a conduit to the Unmanaged Space for all Users on the Managed Network. This is not such a big
problem for Business Unit staff who really only need a thin client terminal configured for access to specific
business applications to perform their duties but, in general, there is a large contingent of enterprise staff that
comprise the Knowledge Worker that requires access to the resources of the Internet to conduct their work and
to collaborate with colleagues.

In addition to this challenge in the Managed Network Space, in many organizations there can be any number
of nomadic workers and visiting consultants that bring in external computers into the Managed Network Space
who require access to the Internet as a conduit back to their own corporate networks. This causes inherent
security risks where computing devices are connected both to the Internet and the Managed Network Space at
the same time.

On top of this, as we’ll see in the next section, the introduction of handheld computers and wireless
technologies — both WWAN such as GPRS/EDGE and CDMA/EVDO as well as WLAN technologies such as
WiFI- exacerbate the security risks but at the same time present unique opportunities.

Nomadic workers coming and going with laptops and plugging them into the Managed Computing Space
causes problems with securing the enterprise particularly with third parties granted access to the Managed
Computing Space with their own computing equipment.

Through policy the nomadic users can be prohibited from connecting their laptops to the Managed Computing
Space but paper policies are often dismissed when the business need is deemed imperative. Without another
means for accessing the Internet, Users are compelled to connect to the Manage Computing Space simply to

gain access to the Unmanaged Computing Space.
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Before WiFI it was not practical to provide an isolated network for third parties. With wireless technologies
organizations can provide their Knowledge Workers and third party consultants isolated wireless networks for
access to the Internet and thereby access to the Managed Computing Space as if they were a Remote /
Internet User.

In this way it is now practical to prohibit unmanaged computing equipment from connecting to the Managed
Computing Space through technical means not just paper policy.
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Fig. 4 — Nomadic Users and Wireless Technologies

Even more intriguing is the ever expanding bandwidth available on WWAN networks that are provided and
maintained by wireless network operators (Carriers) and provide a maintenance free isolated network that can
serve simultaneously as a conduit to the Internet and the Enterprise’s Managed Computing Space. Today the
most dominant platform to take advantage of this is the BlackBerry platform from Research in Motion.

This platform gets even more interesting with the marriage of WiFl and WWAN access in a single device in the
hands of the User that is controlled by the Enterprise IT policy.

Bayalink Liberty and Isolated Networks in the Enterprise
Copyright 2008 Bayalink Solutions Corp. Page 7



With the spread of isolated networks within proximity of the enterprise - i.e. whether WLAN or WWAN - the
Knowledge Worker, armed with a device such as the BlackBerry® 8320 Curve, or the 8820 World Edition,
capable of both WiFI and GPRS/EDGE, is now able to obtain access to the Managed Computing Space in a
seamless and consistent way regardless of their location. Whether at home, at the cottage, in the office, or on
the commuter train the User will have the same connectivity experience.

Combining this powerful capability with a network of diskless workstations in an isolated network and coupling
the handheld computer to the diskless workstation creates a complete computing environment that supports
the nomadic worker.

The benefits of this computing model are:

With data on the handheld and a secure conduit to the Managed Computing Space for access to other
resources that can be brought to the handheld on demand, the User has access to enterprise data
virtually anywhere, anytime.

With an IT policy-based device management capability, the data on the handheld can be locked and/or
deleted at anytime as required.

Everything the nomadic User needs is securely available on their handheld and while traveling there is
really no need to carry anything but the handheld while in transit.

In addition, when combining the handheld with a presentation virtualization technology such as
Bayalink Liberty, the User can view and manipulate the data on the handheld in normal PC form factor
wherever a presentation appliance is available — such as a laptop or diskless workstation running a
browser.

A Use Case of the nomadic worker further explains the benefits.
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While on the train he uses Bayalink
Liberty to present his boss’ attachment
from his handheld on the display of the
seatback in front of him. Able to view

Charlie is a sophisticated
knowledge worker in the
financial services industry.
He works hard, travels a lot

and makes a lot of money and edit the
for his company and is paid entire
well for his efforts spr_eadsheet
while on the
| s [ S go, Charlie is

able to make

changes, save
the spreadsheet back to his handheld, and
forward it off to his boss for approval.
Charlie then begins drafting a longer email
for his department that welcomes a new
employee. The train arrives at the station
before he finishes. He saves his draft, pulls
his Liberty key from the display in front of
him and heads to his first meeting in
Toronto.
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the next day. the morning he listens to
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email with a spreadsheet
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Fig. 5 The Nomadic Knowledge Worker, BlackBerry and Liberty

Platforms such as the BlackBerry platform from Research in Motion essentially allow the Enterprise to entrust a
piece of the Data Centre to their Knowledge Workers while at the same time maintaining strict control over the
handheld devices that house the replicate enterprise data. As the handheld devices become more powerful
and the networks gain more bandwidth, they will be relied on as much for their application computing
capabilities as they are for their messaging capablities.

Combining a BlackBerry, with Isolated Networks and Bayalink Liberty enables an Enterprise to further
empower their nomadic workers with seamless anytime, anywhere access to entrusted enterprise resources in
a package that is far simpler than the incumbant technologies. With this mobile computing architecture for
Knowledge Workers there is no longer a need for:

1. Complicated VPN technology since the BlackBerry platform is an authenticated and secure conduit to
the Managed Computing Space
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2. Remote Access Technologies such as Citrix since combing the BlackBerry with Bayalink Liberty’s
powerful web proxy technology allows the user to access intranet web-based applications as if they
were at a PC in the Managed Computing Space

3. RSA ID tokens or other complicated and cumbersome authentication technologies since the BlackBerry
IT Policies in combination with the 3 — factor authentication via the Liberty Key provides an integrated
authentication function

4. client side messaging technologies on a laptop or workstation since everything is available in the
combination of BlackBerry and Bayalink Liberty.
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