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Preface

Welcome to Bayalink Liberty. Prepare to extend your BlackBerry wireless experience! The
innovative Bayalink Liberty solution virtualizes the BlackBerry device onto a desktop or laptop
computer allowing you to access the most common BlackBerry applications using a full-size
monitor and keyboard. When connected to Bayalink Liberty, you can view, modify, and send
BlackBerry email attachments, like PowerPoint presentations, Excel spreadsheets, or Word
documents, in their original format. You can work with your BlackBerry calendar and contacts
and visit Web sites even if the computer you are connected to does not have an Internet
connection.

This user guide walks you through the steps in setting up, configuring, and using Bayalink
Liberty. It discusses some common use case scenarios and provides suggestions for optimizing
your Bayalink Liberty experience.

Intended Audience

This guide is intended for users of the Bayalink Liberty solution.

Assumptions

This guide assumes a working knowledge of BlackBerry devices, Bluetooth, and Microsoft
Windows operating systems. You also should be familiar with Web browsing and the common
features of email applications, such as message management, the address book, and calendar
functions.

It also contains some advanced concepts that system administrators might find useful in
administering the users, BlackBerry devices, and computer systems that use Bayalink Liberty.
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Requirements for Using Bayalink
Liberty

Ensure that the BlackBerry and computer system(s) meet the minimum system requirements
before you begin.

BlackBerry System Requirements

A Installation of Bayalink Liberty Handheld Client software

A Web browsing capability

A Application installation capability (Over-the-air download capability)
A

Bluetooth-enabled

[ 4 Note: If you do not have Bluetooth enabled on your BlackBerry, then you must connect
sn A x  khmj Khadgsx trhmf °~ TRA G@hapendd b s h
Connecting Bayalink Liberty Usinga USB Cable€E n m 4&." f d

Supported Handheld Devices

You can use any of the following BlackBerry devices with the Bayalink Liberty solution:
BlackBerry 87xx series with operating system 4.2.1.101 or higher

BlackBerry Pearl 81xx series

BlackBerry World Edition 88xx series

BlackBerry Curve 83xx series

> > > > >

BlackBerry Bold 90xx series

| | | © 2008 Bayalink Solutions Corp. -
-1-

B.AY AL LN K



Computer System Requirements

A

A
A
A
A

A

Microsoft Windows XP or Microsoft Windows Vista
512 MB RAM (minimum)

Microsoft .NET 2.0 Framework

USB 1.1 or USB 2.0 port

Local administrator permissions (required to install the Bayalink Liberty Key driver and
Microsoft .NET 2.0 Framework)

Installation of the BlackBerry Desktop Manager 4.3 (or newer) or BlackBerry USB and
Modem Drivers 4.3 (or newer) if you need to connect to Bayalink Liberty using a USB
connection

B AY

© 2008 Bayalink Solutions Corp.
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Chapter 1: Getting Started with
Bayalink Liberty

This chapter describes the steps to getting started with Bayalink Liberty. Follow the sections in
sequence as you install and connect to Bayalink Liberty for the first time.

System Requirements Checklist

Use this checklist to prepare for Bayalink Liberty installation and configuration.

# Note: An additional copy of this checklist is provided in @ppendix A: Installation
Worksheet€on page 53.

Requirement

A | have administrator rights on the computer system that | want to use.

A I hav_e confirmed that my BlackBerry and computer system meet the system
requirements.

A | know my BlackBerry PIN.

A | have enabled Bluetooth on my BlackBerry.

A | have set the application permissions on my BlackBerry.

A | have registered for my Bayalink Liberty license.

A | have installed Bayalink Liberty Handheld Client software on the BlackBerry.

A | have paired my Bayalink Liberty Key with my BlackBerry.

Getting your BlackBerry PIN

BlackBerry PINs usually contain eight alphanumeric characters.

1. On your BlackBerry, open a blank email message.

2. Inthe body of the email message, type mypin and press SPACE or ENTER.

| | | © 2008 Bayalink Solutions Corp. -
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The PIN of your BlackBerry device appears in the message.
To:

Cc:

Subject:
Epin-285h8e647?

You can also scroll to Options > Status to retrieve your BlackBerry PIN.

# Note: Although they appear in lower-case, BlackBerry PINs are case-insensitive.

Enabling Bluetooth on the BlackBerry

1. On your BlackBerry, scroll to Manage Connections .

2. Enable Bluetooth so that it indicates that it is ON.

« Mobile Network ROGERS &
« Bluetooth On =
oervices Status

oet Up Bluetooth

Mobile Netwiork Options

Bluetooth Options

Ensuring Administrator Rights on t he
Computer System to Which You Want to
Connect

Local administrator rights are required to install the Bayalink Liberty driver software and the
Microsoft .NET 2.0 Framework. After you have installed the USB driver software, administrator
rights are no longer required to operate Bayalink Liberty. If you require assistance, contact your
system administrator.

@ © 2008 Bayalink Solutions Corp. -
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Registering for a Bayalink Liberty License

1.

Open the order confirmation email that you received from Bayalink Solutions Corp. after you
purchased the product.

To see an example order confirmation email, see page 57.
Make note of the Registration ID in the email.
You will require the Registration ID in a subsequent step.

Browse to the URL (http://liberty.bayalink.com/reqistration) contained in the order
confirmation email using the Web browser on your BlackBerry.

Follow the instructions and fill out the requested information in the License Registration
form.

Accept the terms of the License agreement.

A registration confirmation email is sent to your email account.

Installing Bayalink Liberty  Software

1. On your BlackBerry, open the registration confirmation email that you received from
Bayalink Solutions Corp. after you successfully registered for your Bayalink Liberty license.
To see an example registration confirmation email, see page 58.

2. Using your BlackBerry, browse to the URL (http://liberty.bayalink.com/downloads/blackberry)
contained in the registration confirmation email.

3. Inthe Web browser window that appears on your BlackBerry, click the link Download Liberty
for BlackBerry.

4. In the next window that appears, click the Download button.

5. If prompted, restart your BlackBerry.

6. You have installed Bayalink Liberty software on the BlackBerry.

7. Set permissions on your BlackBerry by following the steps in the section &betting Application
Permissions on Your BlackBerry&

Setting Application Permissions on Your

BlackBerry

1. On your BlackBerry, scroll to Options > Advanced Options > Applications
2. Click Bayalink -Libert y.
3. Click Edit Permissions .
| ’ | © 2008 Bayalink Solutions Corp. -
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4. Set Connections to Allow .
5. Click the Menu key for Interactions, and choose Expand.
6. Set Keystroke Injection to Allow .

The application permissions on your BlackBerry now appear as follows:

Permissions: Bayalink Liberty

+Connections

=Interactions
Interprocess Communication
Device Settings
Module Management
Keystroke Injection
Browser Filters
Theme Data
Security Timer Reset

+User Data
Application Modules
_com_baualink bh

7. Save the changes and exit.

Installing the  Microsoft .NET 2.0 Framework

Your computer system must have the Microsoft .NET 2.0 Framework installed before you can
start Bayalink Liberty. If your computer system does not meet this requirement, the following
error dialog box appears:

LibertyStart.exe - Application Error B

@ The application failed to initialize properly {0xc0000135). Click on OK to terminate the application.

To install the Microsoft .NET 2.0 Framework:

1. Navigate to the root of the drive assigned to the Bayalink Liberty Key.
2. Navigate to the Install folder.

3. Navigate to Microsoft.Net_2.0 folder.

4

Double-click dotnetfx.exe.

[ | | © 2008 Bayalink Solutions Corp.
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L[

—
*

{f‘ Folders

@ Back ~ </ ".’ /.)Search v ‘Lﬂ Folder Sync
: Address iD I:\InstalliMicrosoft.Net_2.0 vl Go
Folders X MName ~ Size  Type Date Modified
= “w* LIBERTY (I:) ~ @dotnetfx.exe 22,960KB  Application 9/10/2007 9:11 PM

() Accounting
# () Docs

() Drivers
= ) Install

23 Micrasoft.Net_2.0

() Logs
# () Program Files
& () Temp
# () Updates v

The Microsoft .NET 2.0 Framework installs.

Installing Bayalink Liberty Key Driver on the
Computer

You must have administrator rights on the computer to which you want to connect. Contact your
system administrator if you require assistance.

1. Insert the Bayalink Liberty Key into the USB port of the computer to which you want to
connect.

2. CancelanyoMdv G’ qc v mpprlpsBrdialogd@&xes that appear.

3. Locate the drive that Microsoft Windows assigns to the Bayalink Liberty Key and browse to
the root of that drive.

For example:
Devices with Removable Storage
i User Manual (E:) CD Drive 405 MB 0 bytes
“w* Removable Disk {F:) Removable Disk
“w Removable Disk {G:) Removable Disk
5 DVD Drive (H:) CD Drive
“w#LIBERTY (I:) Removable Disk

| | | © 2008 Bayalink Solutions Corp. -
-7-

BiAY AL LN K



4. Double-click LibertyStart.exe .

) Accounting
[7)Docs

") Drivers

) Install
)logs

) Temp
_)Updates

} Autorun
98| ibertyStart

[Z] vERSION

_)Program Files

[Z] ProductRedgistration

5. In the Install Required dialog box that appears, click Yes to install the Bayalink Liberty Key

driver.

The Bayalink Liberty Monitor indicates that you can now connect your BlackBerry:

=_ Bayalink Liberty Monitor

File  Setup

Help

- leeﬁmmm

Status:

READY FOR CONNECTION

‘Y'ou can connect from your BlackBemy.

# Note: If the Bayalink Liberty Driver software does not install automatically, see the

following:

A For Windows XP, see @&anually Installing Bayalink Liberty Key Driverd Microsoft

Windows XPE nm 9 ~ f d

A For Windows Vista, see &anually Installing Bayalink Liberty Key Driverd Microsoft

Windows Vista€on page 9.

B.AY AL LN K
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Manually Installing Bayalink Liberty Key Driver & Microsoft
Windows XP

Follow these steps if the Bayalink Liberty Handheld Client driver software did not install
automatically.

1. Insert the Bayalink Liberty Key into a USB port on the computer to which you want to
connect.

Cancelany®@ Ent mc Mdv p@pupscthatappehe
Click Start > Settings > Control Panel > System .
Click the Hardware tab.

Click the Device Manager button.

o g > w N

Expand Bluetooth USB and locate the Bluetooth Device .
The device might appear as ISSCEDRBTAor Bayalink Liberty Key
7. Right-click the Bluetooth device, and select Update Driver .

8. In the Hardware Update Wizard dialog box that appears, click No, not this time and click
Next.

9. In the next page, click Install from a list or specific location (Advanced ) and click Next.
10.ClickCnm@s rd gbg- H vhkk bgnaickiNexs gd cqghudqg sn hmr
11. In the next page, click the Have Disk button.

12. Click the Browse button.

13. In the Locate File dialog box navigate to the directory <Liberty>:\Drivers directory.

14. Click OK on the Install From Disk dialog.

Manually Installing Bayalink Liberty Key Driver d Microsoft
Windows Vista

Follow these steps if the Bayalink Liberty Handheld Client driver software did not install
automatically.

1. Insert the Bayalink Liberty Key into a USB port on the computer to which you want to
connect.

B mbdk ~ mx ©9Ent rBpopugddthat afpeag.c v = qd
Click Start > Settings > Control Panel > System

Click the Hardware tab.

a o 0NN

Click the Device Manager button.

@ © 2008 Bayalink Solutions Corp. -
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6. Expand Other Device and locate the Bluetooth Device.

The device might appear as BT2.0 or Bayalink Liberty Key
If not found, expand Bluetooth Radios and locate Generic Bluetooth Adapter.

7. Right-click the Bluetooth device, and select Update Driver .

8. In the Hardware Update Wizard dialog box that appears, click No, not this time and click
Next.

9. Inthe next page, click Install from a li st or specific location (Advanced) and click Next.
10.ClickCnm@s rd gqbg- H vhkk bgnaickiNexsgd cqghudqgq sn hmr
11. In the next page, click the Have Disk button.

12. Click the Browse button.

13. In the Locate File dialog box, navigate to the directory <Liberty>:\Drivers directory.

14. Click OK on the Install From Disk dialog.

Pairing BlackBerry with Bayalink Liberty Using
Bluetooth

These instructions describe how to pair your BlackBerry with the Bayalink Liberty Key the first
time that you try to connect.

1. Insert the Bayalink Liberty Key into a USB port on the computer with which you want to
connect.

2. Start the Bayalink Liberty Monitor.

Ifyouare t r h mf hu Sgdmhu
Microsoft Windows Vista The Bayalink Liberty Monitor starts automatically.
Microsoft Windows XP 1. On your computer, go to the root of the drive for

the Bayalink Liberty Key.
2. Double-click LibertyStart .exe.

3. When the Setup dialog box appears, type the PIN of your BlackBerry.

| | | © 2008 Bayalink Solutions Corp. -
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Flease enter your BlackBerry PIN

To retrieve your BlackBerry PIN, create a new mail on your
BlackBerry and type "mypin" in the body. The BlackBerny will
convert this to your BlackBerry's PIN. Type these values in the
field below. {example: 20345a2)

BlackBery PIN: | 205b8e64)

[, oK ] [ Cancel ]

4. Click OK.

The Bayalink Liberty Monitor indicates that you need to pair your BlackBerry.

=_ Bayalink Liberty Monitor

File  Setup Help

e Lll:lEilnjwm

Status: BLUETOOTH PAIRING REQUIRED

You can now pair BlueT oath from your BlackBerry

5. On your BlackBerry, scroll to Options > Bluetooth , and select Add Device from the menu.

Bayalink Liberty displays Bayalink - <YourBlackBerryPIN> |, where

<YourBlackBerryPIN> represents the PIN of the BlackBerry with which you want to pair.
Bluetooth: Enabled
Paired Devices:

)
ES Select Device:

% Bayalink-2@5b8e64

6. Identify your BlackBerry device, and select it.

| | | © 2008 Bayalink Solutions Corp. -
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7. Onyour BlackBerry, typeanumber' gdedqqgdc s n containing 4 ® 8 digits, theth x € (
press Enter.

For example, type 0000 .
Bluetooth: Enabled
Paired Devices:

f \
'g‘ Enter numeric passkey for

243 Bayalink-285b8eb4:

sk
4 J

8. On the computer, a Pair Bluetooth Device dialog box appears. Type the same number
' 90 r rthatgou &ntered in the previous step.

For example, type 0000 .

Pair Bluetooth Device @

Enter numeric passkey for "BlackBerry 8800"
“‘

[ 0K ] [ Cancel J

Cancel in 10 seconds.

9. On your BlackBerry, scroll to Options > Bluetooth
10. Under Paired Devices, select Bayalink-<YourBlackBerryPIN>.
11. Change the Trusted setting from Ask to Yes.

12. Save the changes and exit Bluetooth.

| | | © 2008 Bayalink Solutions Corp. -
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Starting Bayalink Liberty  Viewer from the
BlackBerry Device

1. Ensure that you have successfully paired your BlackBerry with Bayalink Liberty.

For information about device 0 © h g h mPaiing Bldc#Ber® with Bayalink Liberty Using
BluetoothE nm 16." f d

2. Onyour BlackBerry, scroll to Bayalink Liberty .

TUE, AUG 19
3:21 AM
ROGERS

@ 2 =

o
e Q

v @ &
@R + N R
3 -u

&4
&
= )
‘ i\
)
LSBT alinkBLiber .

3. Click the Bayalink Liberty icon.

Bayalink Liberty(tm)
=
l_ll:lgil
|

The Bluetooth Connect using..? , yoy js:
Bayalink-243¢ BTRT g 624 ]

Enter 243a97¢ m tor Setup

panel and paii yuui uevice wdiuia connecting the
first time

4. For a Bluetooth connection, click BLUETOOTH when asked to Connectt r h n?f hu

@ Note: Alternatively you can connect Liberty with a USB Cable. Please refer to Chapter 9:
Connecting Bayalink Liberty Using a USB Cable

© 2008 Bayalink Solutions Corp.
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5. The first time you start Bayalink Liberty, you are prompted to permit access to HTTP

connections on your BlackBerry. In this window, enable the All HTTP Connections check
box.

MON, SEP 15

L e I I e T ]

liberty.bayalink.com.

<. Don't ask this again for:
« all http connections
. http connections to
liberty.bayalink.com

Allow this connection

Deny this connection

Bay.aliNkei=D ety

6. Click Allow This Connection

7. To continue using your BlackBerry, click and select Run in Background in the menu that
opens.

Fagalink Liberty(tm)

Welcome to...

"Libe

Run in Background
Re-connect

Select
Close

| | | © 2008 Bayalink Solutions Corp. -
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Verifying Connectivity between Bayalink
Liberty and BlackBerry

You can check the connection status between Bayalink Liberty and your BlackBerry in any of
the following ways:

A In the Windows system tray, use your mouse to pause on the Bayalink Liberty icon. A
popup message tells you whether the BlackBerry and Bayalink Liberty are connected.

Bayalink Liberty - Connected

. & Y, M 10z AW

A Open the Bayalink Liberty Monitor to determine whether the BlackBerry and Bayalink
Liberty are connected. The status is determined through a color bar:

Bayalink Liberty Meaning

Status Bar Color

Green BlackBerry and Bayalink Liberty are connected.

The devices are disconnected.

Red The Bayalink Liberty Key has been removed from the USB port.

Yellow A Bluetooth connection between Bayalink Liberty and
BlackBerry is pending.

Orange The devices are ready for connection.
The devices require pairing.

| | | © 2008 Bayalink Solutions Corp.
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Verifying the Type of Connection

Bayalink Liberty determines whether you are using a Bluetooth connection (default) or a USB
connection. To check the type of connection that you are using, double-click the Bayalink
Liberty icon.

If you are connected using Bluetooth, the following message displays:

=_ Bayalink Liberty Monitor, |:||: |E|

File  Setup  Help

- Lll:eLL”mH

Status: CONNECTED
9 Liberty iz connected over Bluetooth.

If you are connected using USB, the following message displays:

= Bayalink Liberty Monitor
File Setup Help

- l lbpgmﬁﬂ/‘ﬂmﬁ

Status: CONNECTED
¢4~  Libertyis connected over USB.

© 2008 Bayalink Solutions Corp.
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Chapter 2: What Does Bayalink
Liberty Do?

What is Bayalink Liberty?

Bayalink Liberty is a productivity and convenience solution that virtualizes the most commonly-
used BlackBerry business applications onto a Microsoft Windows-based computer, even when it
does not have an Internet connection. The portable computer interface allows you to work on
email messages and any attachments in their original format using a full-size screen and
keyboard. Bayalink Liberty extends the secure wireless connectivity of the BlackBerry
Enterprise Server to laptops and desktops, which ensures that security standards used by the
BlackBerry are leveraged for work you do using Bayalink Liberty.

Features and Functions

Bayalink Liberty provides a variety of valuable productivity and connectivity capabilities. It
features an innovative productivity solution that uses industry standard products and services
such as BlackBerry handhelds and Bluetooth connectivity. The solution has a compact design
with no software * installed on the client system.

Functions

A Provides Web-based access to corporate resources through the secure communications
between the BlackBerry handheld and the BlackBerry Enterprise Server

A Enables you to view, manage and send email messages originating from the BlackBerry
Enterprise Server as well as any BIS-enabled mail accounts through your wireless
service provider

A Provides access to Web content on a desktop browser using the BlackBerry wireless
connection as the connection to the Internet/intranet

! Bayalink Liberty requires installation of a USB driver on the computer.

| | | © 2008 Bayalink Solutions Corp. -
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A Enables BlackBerry users to connect to a laptop or other computer that does not have
an Internet connection or wireless hotspot available

>\

Lets BlackBerry users access and download email attachments in their original format

>\

Allows BlackBerry users to read, compose, reply to and send emails from BlackBerry via
Bayalink Liberty

System Components

Bayalink Liberty Key

This is the hardware component of the - l,-)

Bayalink Liberty Solution. Itis a
USB/Bluetooth key that contains the
Bayalink Liberty application and drivers.

Bayallnk leerty Monltor = Bayalink Liberty Monitor

File Setup  Help
This software runs on the computer = "
rxrsdlor a bjfgntmc "~ m leEi’wwoﬂ s g
prompts about pairing and also informs you
about connection status.

Status: READY FOR CONNECTION

“You can connect from your BlackBerry.

Bayalink Liberty Viewer X ——————

This interface is the main working area you
use on the computer or laptop when
connected to Bayalink Liberty. It provides
status information about your wireless
connection signal, battery power level, and
lets you customize your settings. The
Bayalink Liberty Viewer is the application in

Welcome To Liberty

which you perform email, calendar, and ﬁ:
contacts functions and from which you can a--
launch a Web browser to access the :::
Internet/intranet. Q=
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Chapter 3: Using Mall Services with
Bayalink Liberty

The Bayalink Liberty Viewer mail service gives you access to all of the email accounts
associated with your BlackBerry device.

Bayalink

E BlackBerry

L Unread Mail
$B) Drafts
=€ Maibox - John Smith
] Inbox
U= Sent ltems
=G PIN Messages
L Inbox
=7 Sent ltems

£ outbox

Managing Email from Different BlackBerry
Accounts

Bayalink Liberty gives you access to all of the email accounts associated with your BlackBerry
device. These might include:

A A BlackBerry Internet Service (BIS) account
A A BlackBerry Enterprise Server (BES) account
Multiple BIS accounts

A POP email account (for example, Gmail or Hotmail) associated with your BlackBerry

> > >

PIN messages from the PIN associated with your BlackBerry

Configuring Mail Services

You can customize your mail services with Bayalink Liberty so that only the messages you want
to read are loaded.
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Loading Email Messages into the Inbox Folder

1. Inthe Bayalink Liberty Viewer, click Tools > Options .
2. Enable the Load Inbox check box.

Loading Email Messages into the Sent Folder
1. Inthe Bayalink Liberty Viewer, click Tools > Options.

2. Enable the Load Sent Items check box.

Receiving an Alert when a New Message Arrives

If desired, you can configure Bayalink Liberty to alert you with a sound when you receive a new
email.

1. Inthe Bayalink Liberty Viewer, click Tools > Options .
2. Click the Mail tab.

3. Enable the Play a sound when new mail arrives in my Inbox  check box.

Sending and Receliving Emall

Reading Email Messages

1. Inthe Bayalink Liberty Viewer, click Go > Mail .
2. Do one of the following:

A To read new messages, click the Unread Mail folder.

A To re-read opened messages, click the Mailbox folder belonging to the email account in
which you want to read messages.

3. Locate the message that you want to read, and double-click it to open it.
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