File System
Monitor

Bayalink Liberty ™




Copyright

© 2009 Bayalink Solutions Corp.
All rights reserved.

The Bayalink and Bayalink Liberty families of related marks, images, and symbols are the
exclusive properties of Bayalink Solutions Corp.

This document is provided “as is” and Bayalink Solutions Corp. assumes no responsibility for
any typographical, technical, or other inaccuracies in this document. Bayalink Solutions Corp.
reserves the right to change information contained in this document without notice.

The BlackBerry and RIM families of related marks, images, and symbols are the exclusive
properties of Research In Motion Limited.



Bayalink Liberty File System Monitor

Contents

(0] 0177 1o | o | A SRUPPPPP 1
REVISION RECOIT. ...ttt ettt e e et e e e e e e et e e e e e e s e r e e e e e e s 3
= =T ol PP PPPPPPPPPPPPPI 4
U001 PP 4
Bayalink Liberty File System Monitor Information.............cccoeiiieiiiiiiiiee e 5
T oo [UTot i o] o E TP PP PP P PP PP PPPPPPPRPPP 5
(7o) a¥iTo U] =1 1o o 1SRRI 6
How to Start the Bayalink Liberty File System MONItOr..............uuueuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiieees 7
Understanding the Bayalink Liberty File System Monitor Dialog Window.............c..ccvveeenenn.. 10
How to Clean the Endpoint of Residual Files............cooiiiiiiiiiiiiiii e 12
Exiting the Bayalink Liberty File System Monitor and Exiting the Bayalink Liberty Viewer .....12
Bayalink TECNNICAI SUPPOIT.......oiiiiiiiiiiiiiiiiieee ettt 14



Bayalink Liberty File System Monitor

Revision Record

Date: Feb 03, 2009

Section Revision

All New document




Bayalink Liberty File System Monitor

Preface

Purpose

This document is to provide information regarding how to configure and use the Bayalink Liberty
File System Monitor (FSM).
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Bayalink Liberty File System
Monitor Information

Introduction

The Bayalink Liberty File System Monitor (BLFSM) is an add-on to the Bayalink Liberty Viewer
that will monitor and clean files that have been added on the local disk while the BLFSM is

running.

The Bayalink Liberty File System Monitor can provide detailed information (specific file names
and directory paths) in situations where the user is concerned about leaving data behind after
removal of the key and shutdown of the Bayalink Liberty Viewer,and it gives the user the ability
to act to clean/remove these residual files.

However, care should be taken, as in addition to files created by using the Bayalink Liberty
Viewer, the BLFSM will also recognize and clean any other files that were created outside the
realm of the Bayalink Liberty Viewer, during the period in which it was running.
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Configuration

In order to enable the Bayalink Liberty File System Monitor, the user will need to modify the
Bayalink Liberty Viewer configuration file. This file can be found in the following location

{ROOT OF KEY } \ PROGRAM FILES\ BAYALINK\VIEWER\ BAYALINKVIEWER.EXE.CONFIG

Enabling the Bayalink Liberty File System Monitor

To enable the Bayalink Liberty File System Monitor, change the following entry:

<SETTING NAME="FILESYSTEMMONITOR_ENABLED" SERIALIZEAS="STRING" >
<VALUE>FALSE</VALUE>
</SETTING>

to

<SETTING NAME="FILESYSTEMMONITOR_ENABLED" SERIALIZEAS="STRING" >
<VALUE>TRUE</VALUE>
</SETTING>

Enabling the Bayalink Liberty File System Monitor “Auto-Start” Feature

The change required to set the Bayalink Liberty File System Monitor to “Auto-Start” on the

startup of the Bayalink Liberty Viewer is to change:

<SETTING NAME=" FILESYSTEMMONITOR_AUTOSTART" SERIALIZEAS="STRING" >
<VALUE>FALSE</VALUE>
</SETTING>

to

<SETTING NAME="FILESYSTEMMONITOR_AUTOSTART" SERIALIZEAS="STRING" >
<VALUE>TRUE </VALUE>
</SETTING>
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How to Start the Bayalink Liberty File System
Monitor

The Bayalink Liberty File System Monitor can be started two ways.

1) Manually from the Bayalink Liberty Viewer menu bar
2) Automatically, if configured to “Auto-Start” from within the Bayalink Liberty Viewer
Configuration file (See “Configuration” section for details)

To start the Bayalink Liberty File System Monitor manually, select File System Monitor -> Start
from the menu bar of the Bayalink Liberty Viewer.

MR Home - Baysiok Lderty Viewer
fle Go Browter Icch

Welcome To Liberty

”<} — '“WMMO‘M'\‘W\Q‘ — ‘>" J 1

You will notice that there is an informational message describing the status of the file system
monitor in the status bar at the bottom of the Bayalink Liberty Viewer.
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Upon startup, you will be prompted with the following message:

Launch File Systerm Monitor ﬁ

WARMING: Any files you create on this Cornputer after File System
¢ I % Meonitor starts will be deleted when your Liberty Session ends.

Do you want to start File System Monitor?

If your Bayalink Liberty Key is configured to “Auto-Start”, then the message will be slightly
different.

r

Launch File System Manitor ﬁ

I Are you on an Un-Trusted Computer?

N
(You are on an Un-Trusted Cemputer if you do not want to leave files
behind on this computer after your Liberty Session is finished.)

WARMIMNG: Any files you create on this Cornputer after File System
Menitor starts will be deleted when your Liberty Session ends.

| Yes | [ MNo

You will also notice a process running in Task Manager called “LisertyFSMontTor.Exe”. This is the
main process controlling the Bayalink Liberty File System Monitor.
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At this point, even though the actual Bayalink Liberty File System Monitor dialog window is
hidden, the Bayalink Liberty File System Monitor is running and monitoring writes to your local
drives.

Warning

& From this point onwards any files created on your local
disk will be flagged by the Bayalink Liberty File System
Monitor for deletion.

This also INCLUDES files that were NOT created by
Bayalink Liberty

Warning

A Moving a file on your local disk from one location to
another produces the same result as adding a new file
to the local disk.

The Bayalink Liberty File System Monitor will flag
it for deletion.

Warning

A Operating system files are NOT monitored by the
Bayalink Liberty File System Monitor.

This means that any writes to files in the list of
“Exempt Folders” will not be cleaned up by the
BLFSM. (defined “Groups and Exemptions” dialog
window, and also defined below in the “Understanding
the Bayalink Liberty File System Monitor Dialog
Window” section )
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Understanding the Bayalink Liberty File
System Monitor Dialog Window

The Bayalink Liberty File System Monitor window (shown below) is the central hub of the
system. To open this dialog select “File System Monitor -> Show” (after the BLFSM is started)

from the Bayalink Liberty Viewer menu.

M Bayalink Liberty File System Monitor [P
File
3 fles to clean | [Cems | [ideDeni
Browser
Documents C:\Users 78 04/02/2009...
Lingrouped C:\Users'kedieon'\AppData’Local Tech Smith Snagit\ Data Stors’\Applcons LibertyFS Monitor xe Liberty Fil..
C:Users ‘kdicon \AppData’Local\ Tech Smith\Snagit".Data Store" Applcons explorer exe Windows Explorer....

Message area
(top left quadrant) This message describes the number of files that are currently in the Bayalink

Liberty File System Monitor’s “marked for deletion” list. In this example it is telling us that 3 files
will be deleted.

Cleanup
This button will execute the cleanup of the residual files that are in the “marked for deletion” list.

Stop
This button will stop the Bayalink Liberty File System Monitor from monitoring your local drives.

Files Tab
This tab will list all files in the “marked for deletion” list. Filter criteria are listed on the left hand

side and can be chosen to assist in understanding the entries in the list. In order to understand
what the criteria is for grouping the files in these filter categories choose “File->Groupings and
Exemptions” from the menu bar.

10
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Groups and Exemptions ﬁ

1 Exempt Folders:

' Windows\

ProgramData,

Program Files',

Systern Volume Information’

Exempt Files:
.exe, tmp, rar, .msi, .dll

Browser cache located in
'Chlserstkdixen\AppDatat LocalMicrosoft\Windows\ Temporary
Internet Files'

Cookie cache located in
'‘ChlUsersikdixen\AppData\RoamingiMicrosoft\Wind ows\ Cockies'

Document extensions:

docx, docmn, dotx, dotm, xlsx, xlsm, xlbe xltm, xlsb, xlam, ppte, pptm,
poty, potm, ppam, ppsx, ppsim, accdb, acede, accdt, acedr, dec, xls,
mdb, ppt, pdf, tt

0K

Cleanup Errors Tab.

Occasionally, the delete attempt will fail and these errors will be displayed on this tab. The
primary and most common reason for a delete failure is due to the file being open at the time
the delete was attempted, however you may see other messages also.

Warning

A If there are errors produced on the cleanup you
will need to be diligent to take note of these errors

and manually clean these files.
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How to Clean the Endpoint of Residual Files

To clean the endpoint of residual files (which means to process delete requests for all the files
identified by the Bayalink Liberty File System Monitor) choose “Cleanup” from the Bayalink
Liberty File System Monitor dialog window

M Zayalink Liberty File System Monitor [E=gEEy—
File
3 files to clean [ cesnp | ) [ Show Dt [ sep

Exiting the Bayalink Liberty File System
Monitor and Exiting the Bayalink Liberty
Viewer

Bayalink Liberty File System Monitor Exit

To exit the Bayalink Liberty File System Monitor, choose “Stop” from the Bayalink Liberty File
System Monitor dialog window.

If you have no files to be cleaned, you will be allowed to stop the monitor.

i 3
Close File System Moniter ﬁ

L Stop the monitering of the file system?

However, if you have files yet to be cleaned, you will be given the option to stop the monitor and
to leave the file system as is (i.e. do not clean up the files on the “marked for deletion” list or to
cancel the “stop” request and continue monitoring.

12
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Close File System Monitor ﬁ

I . 5top the monitoring of the file systern AND leave files undeleted?

Bayalink Liberty Viewer EXxit

If the Bayalink Liberty File System monitor is running when you attempt to shut down the
Bayalink Liberty Viewer by either of the 3 standard methods

1) Bayalink Liberty Key pull
2) File-Close from the Bayalink Liberty Viewer
3) Close from handheld client app

then the monitor will automatically clean any files in its “marked for deletion” list before exiting
the viewer.

Important

If you do not wish the Bayalink Liberty File System
Monitor to clean the files upon exiting the Bayalink
Liberty Viewer, you MUST specifically, stop the
Bayalink Liberty File System Monitor first.

13
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Bayalink Technical Support

Bayalink Solutions Corp. offers ONLINE technical support to Bayalink Liberty users for the
duration of their license agreement. You can obtain technical support for your BlackBerry
Liberty during the hours of 9am to 5pm EST, Monday through Friday, by each of the following

ways

e Bayalink Technical Support Site: http://www.bayalink.com/support

(Knowledge Base, FAQ'’s, Product Documentation, Downloads)

o Create new support cases via Web form http://www.bayalink.com/support

(Select the “Request Technical Support” option in the self serve area)

e Create New Cases via e-mail support@bayalink.com
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