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Preface

Purpose

This guide describes Proxy Configurations supported by Bayalink Liberty as well as the process
to configure Bayalink Liberty to operate within these configurations.



Bayalink Liberty Proxy Configuration Guide

Introduction

Bayalink Liberty works well in most situations to serve web requests to the users local browser and this
provides for an excellent browsing experience. However in some corporate environments the Bayalink
Liberty browsing experience may not function without enterprise-specific proxy configuration.

Many corporations implement web proxy servers to control access to both internal and external web
servers alike and a corporation with a BlackBerry Enterprise Server solution typically subjects BlackBerry
handhelds to the same proxy considerations as any other system on the corporate network. Thus an
“out of the box” Bayalink Liberty Solution will be subject to these same considerations and may not
function optimally.

The Bayalink Liberty Solution provides support for the most popular corporate proxy configurations used
today.

With a specific configuration on the Bayalink Liberty Handheld Client to accommodate environments
that use a web proxy, the user can still enjoy a rich browsing experience.

Information — IMPORTANT CONCEPT

A A common misconception from browsing users is that if a
user is able to browse to a website via the handheld

BlackBerry browser then it is assumed that they should be
able to browse to that same website via the local browser
through Bayalink Liberty. However this is not always the
case.

The reasa being is that the browsing request from the
handheld BlackBerry browser is handled differently by
BES/MDS then browsingrequest fromBayalinkLiberty.

BlackBerry handheld browsing requests are “transcoded”
on the handheld in a proprietary BlackBerry fashion. The
MDS server processing these requests will recognize it as
such and then pass the “de-transcoded” request off to the
corporate proxy server that is pre-defined in the MDS
settings (should the BES/MDS administrator have defined
them). So in this fashion, the users original web request
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was directed and serviced properly by an enterprise proxy
server.

Bayalink Liberty browsing requests are not “transcoded”
and are recognized by BES/MDS as a direct TCP connection
attempt, so at this point the BES/MDS server will not
attempt to forward the request on to the enterprise proxy
server that is defined in the MES/MDS settings. Thus the
request will attempt to directly access the site without
being proxied and also thus fail.
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Enterprise Proxy Configuration

Enterprise Proxy Configurations Supported by
Bayalink Liberty

Bayalink Liberty version 1.6 (and upwards) supports two common enterprise web proxy configurations.
Each of these configurations requires a slightly different customization on the Bayalink Liberty Handheld
Client

The two methods supported are:

1. Static Enterprise Proxy

2. Dynamic Proxy Script ( i.e. PAC file)

Note regarding #2 — Dynamic Proxy Script

& Bayalink Liberty does not currently support

implementations that use SOCKS proxy settings.

PAC files returning a SOCKS proxy address will béyset
BayalinkLibertyto useDIRECE O2y y SOU A 2 V]
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Configuring Bayalink Liberty to use a Static
Enterprise Proxy

If your corporation uses “Static” enterprise proxy settings then follow these steps to configure your
Bayalink Liberty Solution for optimal browsing.

Obtain the proxy settings from your IT administrator.

I Server Name or Server IP
 Port Number
I Username and Password (optional)

Use these settings to configure the Bayalink Liberty Handheld Client “Enterprise Internet Proxy”
parameter which is found in the “Options->Bayalink Liberty Properties€ section on the BlackBerry
Handheld

The format for the entry is:
“Ih{¢Yt hwe¢ € D

( Where “HOST can be either an IP address or DNS name )

Bayalink Liberty Properties
Enterprise Internet Proxy: [fost:port
Username: jsmith

Password: passwordO01

Carrier Internet Proxy:

- Auto-connect with USB cable
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“Behind the Scenes”

Behind the scenes the Bayalink Liberty Handheld Client will direct all web traffic specifically to the HOST
and PORT that is defined.

If the proxy server at these coordinates requires authentication, then the Bayalink Liberty Handheld
Client will use the credentials supplied in the configuration screen to authenticate to the proxy server.
However if the credentials supplied are incorrect or absent, then the proxy server will prompt the user
for the credentials via the browser.
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Configuring Bayalink Liberty to use a Dynamic
Enterprise Proxy

If your corporation uses “Dynamic” enterprise proxy settings (aka “PAC” file) then follow these steps to
configure your Bayalink Liberty Solution for optimal browsing.

Obtain the proxy settings from your IT administrator.

Server Name or Server IP
PAC file name and directory path
Port Number

=A =4 =4 =

Username and Password (optional)

Use these settings to configure the Bayalink Liberty Handheld Client “Enterprise Internet Proxy”
parameter which is found in the “Options->Bayalink Liberty Properties¢ section on the BlackBerry
Handheld.

Bayalink Liberty Properties

Enterprise Internet Proxy: http://
server_abcd:5000/wpad.js]
Username: jsmith

Password: password01

Carrier Internet Proxy:

- Auto-connect with USB cable

The value used for the entry is the URL for the PAC file. For example:

http://server_abcd:5000/wpad.js

10
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“Behind the Scenes”

Behind the scenes the Bayalink Liberty Handheld Client will use the “Enterprise Internet Proxy” setting
to first request a copy of the PAC file.

It will then use the original web request and process it through the obtained copy of the PAC file, which
will return either:

1. Avalid proxy server address
2. Or aninstruction for a DIRECT connection.

After this return value is obtained, the Bayalink Liberty Handheld client will use that information to
further process the request, similar to what is done in a STATIC proxy configuration. If a “DIRECT”
connection instruction was obtained, the Bayalink Liberty Handheld client will attempt to bypass the
proxy and directly connect to the original URL.

If the proxy server obtained requires authentication, then the Bayalink Liberty Handheld Client will use
the credentials supplied in the configuration screen to authenticate to the proxy server. However if the
credentials supplied are incorrect or absent, then the proxy server will prompt the user for the
credentials via the browser.

Some notes regarding PAC files

A Proxy Auto-Configuration (PAC) file/dynamic proxy script is file written in JavaScript which is stored on
a web enabled server with the enterprise. This server would also be accessible from the BES server that
the BlackBerry handheld in question resides on.

Unlike the static proxy, the dynamic proxy script evaluates the http request against a set of pre-defined
rules. So when an http request is processed with the dynamic proxy script, the results may not be
exactly the same for all URL’s. In the case of Liberty, when it makes its first web request, it will
download this PAC script file and process the URL request against the script. Depending on the outcome
of this script the URL will be forwarded to the appropriate proxy server or direct to the target web
server.

11
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Note — Dynamic Proxy Script Unsupported Functions

At this time there are 3 types of methods/functions that if
included in the PAC script, Bayalink Liberty will not support
and will only return the default values

1. /sinNet(String host, String pattern, String mask)

returns false

2. dnsResolvgString host)
returns 0.0.0.0

3. mylpAddress
returns 0.0.0.0

12
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Carrier Proxy Configurations

Configuring Bayalink Liberty to use a Carrier
Proxy

Currently the “Carrier Internet Proxy” setting is not used by Bayalink Liberty and is reserved for future
use.

13
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Managing Proxy Settings using a
BES Policy

Managing Bayalink Liberty Proxy Settings
using a BES Policy

Environments using the BlackBerry Enterprise Server have the option to centrally manage the Bayalink
Liberty Handheld Client proxy settings through IT Policy.

A

Note

The steps for creating a BlackBerry Enterprise Server IT
Policy can be found in the Administrator Guide for
BlackBerry Enterprise Server available from support at
http://www.blackberry.com/

In order to do this, create the following IT Policy entries in the User Defined Items section of the IT Policy
of your choice.

IT Policy Entries

1 BAYALINK-ENTERPRISE_PROXY
9 BAYALINK-INTERNET_PROXY
Entry Properties

9  Type = String
9 Destination = Handheld
The following graphic shows the property page for an active BAYALINK-ENTERPRISE_PROXY entry.

14
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IT Policy Item [ %] ]

@ Properties Mame BAY ALIMK-EMTERPRISE _PRONY
BT Policy Template Item Description

Type String

Destination Handheld

inimum “alue o

Madimum Yalue o
(] Data
Bit 0 Mame
Bit 1 Mame
Bit 2 Mame
Bit 3 Mame
Bit 4 Mame
Bit 5 Mame
Bit & Mame
Bit 7 Mame

IT Policy Template ltem
Enables you to creste custom IT policy rules. ;I

Ok I Cancel | Apply |

IT Policy Settings vs. Manually Defined
Settings

The settings defined within a valid IT Policy will override and replace any entries that are manually
defined in the BlackBerry handheld. Although it may appear that the entries can be changed, as long as
the IT Policy is in force the centrally defined entries will be used for the operation of the Bayalink Liberty
Solution.

15
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Bayalink Technical Support

Bayalink Solutions Corp. offers ONLINE technical support to Bayalink Liberty users for the
duration of their license agreement. You can obtain technical support for your BlackBerry
Liberty during the hours of 9am to 5pm EST, Monday through Friday, by each of the following ways

9 Bayalink Technical Support Site: http://www.bayalink.com/support

(Knowledge Base, FAQ’s, Product Documentation, Downloads)

9 Create new support cases via Web form http://www.bayalink.com/support

(Select the “Request Technical Support” option in the self serve area)

1 Create New Cases via e-mail support@bayalink.com

16
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Appendix Ai PAC File
Implementations

PAC Files Implementations and Bayalink Liberty

Bayalink Liberty supports configurations with the use of Proxy Auto-Configuration (PAC) Files. However,
Bayalink does acknowledge that there may be PAC file implementations that will not work with Bayalink
Liberty. This information provided in this section is provided on an as-is basis and does not indicate a
commitment to support all PAC file configurations. Included in this section is a list of supported and
unsupported PAC methods.

PAC File Overview

The proxy auto-config file defines how web browsers and other user agents can automatically choose
the appropriate proxy server (access method) for fetching a given URL.

The proxy autoconfig (PAC) file is written in JavaScript. The file must define the function:

function FindProxyForURL(url, host)
{

}

This function returns a string with one or more access method specifications. These specifications cause
the user agent to use a particular proxy server or to connect directly.

The browser fetches this PAC file before retrieving other pages. The URL of the PAC file must be
configured manually. There is currently no support for auto-discovery of PAC files.

Bayalink Liberty Supported PAC File Methods

The host name functions are:

Boolean isResolvable(host)

Returns “True” if the requesting URL can be retrieved directly without going through a proxy.

NOTE: The host parameter is not directly used in this method call, but is there for compatibility. The actual url is used to
determine if the site is available.

17
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Boolean isPlainHostName(String host)

host - the hostname from the URL (excluding port number)
True if there is no domain name in the hostname (no dots)

Examples:
isPlainHostName("www") is true.
isPlainHostName("www.netscape.com") is false.

Boolean dnsDomainls(String host, String domain)

String Host - the hostname from the URL (excluding port number)
String Domain - is the domain name to test the hostname against.
Returns true if the domain of hostname matches.

Examples:
dnsDomainls("www.netscape.com", ".netscape.com") is true.

non

dnsDomainls("www", ".netscape.com") is false.

non

dnsDomainls("www.mcom.com”, ".netscape.com") is false.

Boolean localHostOrDomainls(String host, String domain)

String host - the hostname from the URL.

String Domain- fully qualified hostname to match against.

Is true if the hostname matches exactly the specified hostname, or if there is no domain name part in the hostname, but
the unqualified hostname matches.

Examples:

localHostOrDomainls("www.bayalink.com", "www.bayalink.com")
is true (exact match).

localHostOrDomainls("www", "www.bayalink.com")

is true (hostname match, domain not specified).
localHostOrDomainls("www.mcom.com", "www. bayalink.com")

is false (domain name mismatch).

localHostOrDomainls("home. bayalink.com", "www. bayalink.com")
is false (hostname mismatch).

Integer dnsDomainLevels(String host)

String host - the hostname from the URL.
Returns the number (integer) of DNS domain levels (number of dots) in the hostname.

Examples:
dnsDomainLevels("www") returns 0.
dnsDomainLevels("www.netscape.com") returns 2.

18
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URL/host name-based condition: shExpMatch(String str, String shexp)

stris any string to compare (e.g. the URL, or the hostname).
Shexp is a shell expression to compare against.

Returns true if the string matches the specified shell expression.

Examples:

shExpMatch("http://www.bayalink.com/people/ari/index.html", "*/ari/*")

is true.

shExpMatch("http://www.bayalink.com/people/montulli/index.html", "*/ari/*")
is false.

Time-based conditions:

boolean dateRange

dateRange(day)

dateRange(day1, day2)

dateRange(mon)

dateRange(month1, month2)

dateRange(year)

dateRange(yearl, year2)

dateRange(dayl, monthl, day2, month2)
dateRange(monthl, yearl, month2, year2)
dateRange(dayl, monthl, yearl, day2, month2, year2)
dateRange(dayl, monthl, yearl, day2, month2, year2, gmt)

Day is the day of month between 1 and 31 (as an integer).

Month is one of the month strings:
JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC

Year is the full year number, for example 1995 (but not 95). Integer.

Gmt is either the string "GMT", which makes time comparison occur in GMT time zone; if left unspecified, times are taken
to be in the local time zone.

If only a single value is specified (from each category: day, month, year), the function returns a true value only on days that
match that specification. If both values are specified, the result is true between those times, including bounds.

Examples:

dateRange(1)returns “true” on the first day of each month, local time zone.

dateRange(1, "GMT") “true” on the first day of each month, GMT time zone.

dateRange(1, 15) true on the first half of each month.

dateRange(24, "DEC") true on 24th of December each year.

dateRange(24, "DEC", 1995) true on 24th of December, 1995.

dateRange("JAN", "MAR") true on the first quarter of the year.

dateRange(1, "JUN", 15, "AUG") true from June 1st until August 15th, each year (including June 1st and August 15th).
dateRange(1, "JUN", 15, 1995, "AUG", 1995) true from June 1st, 1995, until August 15th, same year.
dateRange("OCT", 1995, "MAR", 1996)

true from October 1995 until March 1996 (including the entire month of October 1995 and March 1996).
dateRange(1995)

true during the entire year 1995.

dateRange(1995, 1997)

19
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true from beginning of year 1995 until the end of year 1997.

Boolean timeRange(...)

timeRange(hour)
timeRange(hour, gmt)

timeRange(hourl, hour2)
timeRange(hourl, hour2, gmt)

timeRange(hourl, minl, hour2, min2)
timeRange(hourl, minl, hour2, min2, gmt)

timeRange(hourl, minl, secl, hour2, min2, sec2)
timeRange(hourl, minl, secl, hour2, min2, sec2, gmt)

hour is the hour from 0 to 23. (0 is midnight, 23 is 11 pm.)

min minutes from 0 to 59.
sec seconds from 0 to 59.
gmt either the string "GMT" for GMT time zone, or not specified, for local time zone.

Returns “True” during (or between) the specified time(s).

Examples:
timerange(12)
true from noon to 1pm.
timerange(12, 13)
same as above.
timerange(12, "GMT")
true from noon to 1pm, in GMT time zone.
timerange(9, 17)
true from 9am to 5pm.
timerange(8, 30, 17, 00)
true from 8:30am to 5:00pm.
timerange(0, 0, 0, 0, 0, 30)
true between midnight and 30 seconds past midnight.

boolean weekdayRange(...)

weekdayRange (wd1)
weekdayRange (wd1, gmt)

weekdayRange (wd1, wd2)
weekdayRange (wd1, wd2, gmt)

wd1 and wd2 are one of the weekday strings:

SUN MON TUE WED THU FRI SAT gmt

is either the string: GMT or is left out.

Only the first parameter is mandatory. The second, the third, or both may be left out.

If only one parameter is present, the function yields a true value on the weekday that the parameter represents. If the
string "GMT" is specified as a second parameter, times are taken to be in GMT, otherwise in local time zone.
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If both wd1 and wd1 are defined, the condition is true if the current weekday is in between those two weekdays. Bounds
are inclusive. If the "GMT" parameter is specified, times are taken to be in GMT, otherwise the local time zone is used.

Examples:

weekdayRange("MON", "FRI") true Monday through Friday (local time zone).
weekdayRange("MON", "FRI", "GMT") same as above, but GMT time zone.
weekdayRange("SAT") true on Saturdays local time.

weekdayRange("SAT", "GMT") true on Saturdays GMT time.
weekdayRange("FRI", "MON") true Friday through Monday.

Bayalink Liberty Unsupported PAC File Methods

The following functions are not supported at this time and will return the default values listed below:

boolean isinNet(String host, String pattern, String mask)

Always returns false.

String dnsResolve(String host)

Always returns 0.0.0.0

String mylpAddress

Always returns 0.0.0.0




